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Combinatorial Cryptography
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Combinatorics has been playing an active role in cryptography, from the designs
of cryptographic constructions, security proofs to cryptanalysis. Combinatorial
cryptography refers to a sub-field of cryptography where combinatorics and
cryptography are interacted significantly. In this talk, I will present several concrete
examples to illustrate how combinatorial objects and techniques are applied to the
constructions of cryptographic schemes such as in secret sharing, threshold

cryptography and secure multiparty computation.

Huaxiong Wang received a PhD in Mathematics from University of Haifa, Israel
in 1996 and a PhD in Computer Science from University of Wollongong, Australia in
2001. He has been with Nanyang Technological University (NTU) in Singapore since
2006, where he also served as the Head of Division of Mathematical Sciences from
2013 to 2015. He 1s currently the Co-Director for The National Centre for Research in
Digital Trust (NCTD) and the Deputy Director of Strategic Centre for Research in
Privacy-Preserving Technologies & Systems (SCRIPTS) at NTU. He has more than 25
years of experience in cryptography and information security. He is author/co-author
of 1 book, 9 edited books and over 250 papers in international journals and
conferences, covering various areas in cryptography and information security. He has
supervised over 30 PhD students, and has served on the editorial board of several
international journals and as a member/chair of the program committee for more than
100 international conferences. He received the inaugural Award of Best Research
Contribution awarded by the Computer Science Association of Australasia in 2004. He

was the program Co-Chair of Asiacrypt 2020 and 2021.
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My Recent Research on Secret Sharing, Key Distribution and Group Authentication
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I have published the first group authentication paper in IEEE Trans. on Computers
in 2013. Since then, there are many publications related to this subject. In group
authentication, group members obtain tokens from a dealer and the dealer generates
tokens based on Shamir’s (t, n) threshold secret sharing scheme. In this talk, first, I will
introduce my recent research on the threshold scheme. Then, I will address how to
apply these modifications of threshold scheme to various security problems and
solutions on group authentication, data collection, secure multiparty computations.
Finally, I will introduce an extremely lightweight key distribution with authentication.
In summary, I will only present high-level concepts without giving any detail

discussion.

Lein Harn received the B.S. degree in electrical engineering from the National
Taiwan University in 1977, the M.S. degree in electrical engineering from the State
University of New York-Stony Brook in 1980, and the Ph.D. degree in electrical
engineering from the University of Minnesota in 1984. He has been a Professor at the
Department of Electrical and Computer Engineering, University of Missouri- Kansas
City (UMKC), USA, since 1984. He has retired from UMKC since 2019.
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The 4-adic complexity of generalized cyclotomic quaternary sequences with a period
of 2p™
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The m-adic complexity is an important characteristic of pseudorandom sequences.
It is defined as the shortest length of a feedback with carry shift register

that can generate this sequence. Quite a lot is known about 2-adic complexity of
binary sequences. Unlike binary sequences, it seems that the study of the 4-adic
complexity of quaternary sequences has not been fully developed.

In this talk, we generalize the results about the 4-adic complexity of series of
sequences of length 2p obtained earlier and study of the 4-adic complexity of
generalized quaternary cyclotomic sequences with period 2p” where p is a prime.
Sequences are defined using classes of quadratic and biquadratic residues modulo 2p".
The definitions of these sequences were proposed by Ke et al. They have high linear
complexity over the finite field of order four and finite ring of order four.

We obtain the estimates of the 4-adic complexity of a few families of quaternary
sequences. Our results show that the 4-adic complexity of these sequences is large

enough to effectively resist the attacks of the of the rational approximation algorithm.

Vladimir Edemskiy was born in 1958. He graduated from Leningrad University
with a degree in Mathematics and completed the post-graduate course in this university.
He received the Ph.D. degree in Algebra and Number Theory from Leningrad
University. In 2010, he received the D. Sc. degree from Novgorod State University.
Now he is a professor of the Department of Applied Mathematics and Information
Science, Yaroslav-the-Wise Novgorod State University.

Vladimir Edemskiy lectures to bachelors, masters and postgraduates. His research
interests include pseudorandom sequences, design sequences and cryptography. He
was the leader of several scientific research projects devoted to the study of the
properties of sequences. In particular, Professor Zhixiong Chen and Vladimir
Edemskiy together fulfilled a Russian — Chinese grant in 2019-2020. He is a reviewer
of IEEE Transactions on Information Theory, Designs, Codes and Cryptography,
Cryptography and Communications-CCDS, Advances in Mathematics of

Communications and other international journals.
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Equivalence and Duality of Polycyclic Codes Associated with Trinomials over Finite
Fields

In this talk, all of the conjectures in [Nuh Aydin, Peihan Liu, Bryan Yoshino:
Polycyclic Codes Associated with Trinomials: Good Codes and Open Questions,
Designs, Codes and Cryptography, 90(5): 1241-1269 (2022).] are settled: some proven
correct, some proven correct with a modification, and some disproven, involving the
equivalence and duality of polycyclic codes associated with trinomials. We also give

methods to construct isodual and self-dual polycyclic codes, and study the self-

orthogonal and dual-containing polycyclic codes over [, .
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On decoding of rank-metric codes

Since introduced by Delsarte and Gabidulin, rank-metric codes have found
applications in random networking, criss-cross error correction, distributed storage and
cryptography. Existing researches on the topic have mainly focused on bound analysis,
construction and efficient decoding of rank-metric codes. In recent years, several
interesting types of rank-metric codes, such as new maximum-rank distance codes,
optimal matrix codes, low-rank parity-check codes, were proposed and some found
applications in post-quantum cryptography. On the other hand, the study of efficient
decoding of rank-metric codes somewhat falls behind. In this talk, I will review our
recent work on decoding of rank-metric codes.

Chunlei Li received the Ph.D. degree from the University of Bergen, Norway in
2014. He was a postdoc at the University of Stavanger, Norway, during 2015-2017,
and a researcher at the University of Bergen during 2017-2018. Since 2018, he has
been an associate professor with the Department of Informatics, University of Bergen.
His research interests include sequence design, coding theory and cryptography. He
was the program co-chairman of the workshop Sequences and Their Applications
(SETA20), 2020 and a TPC member of the workshops WAIFI19, SETAIS,
IWSDA19/22, BFA20/21/22, WCC2022 and ITW2023.
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More Properties about A Family of Ternary Almost Perfect Nonlinear Mappings

75 47
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Let 7 be an odd integer, d; = 5

mapping from Ty, to itself, where Uelfy, . In this talk, we show that f,(X) is an

almost perfect nonlinear(APN) mapping from IF3n to IF3n

if and only if
X(U+D)=X(Uu-1)=4x(u), where X() denotes the quadratic character of Fy, . This

settles the open problem raised by Ness and Helleseth in 2007. In addition, the

differential properties of fy(X) are further investigated. Especially, for some u in

E

an » the differential spectrum of f,(X) is completely determined. Our results can

also be generalized to the case p=3(mod4).
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Some Time-Asymmetric Encoding Schemes Based on N-th Root and Discrete
Logarithm Problem over a Finite Field
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A verifiable delay function (VDF) is a function that requires a specified number
of sequential steps of computation whose correctness can be efficiently and publicly
verified. Verifiable delay encoding (VDE) is a kind of pseudo-VDF with efficient
decoding. It is an important part of the construction of replication proof in Filecoin
which is a decentralized storage network designed to store humanity’s most important
information. The VDE used in Filecoin is Sloth algorithm. We study and improve Sloth
algorithm and Sloth++ algorithm on its extended domain and provide a new scheme
based on discrete logarithm problem. This is a joint work with Luo and You.
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